Ipunoxenne Ne2. UHpopmannoHHasi NaMATKA I 00yYAOLIMXCH AJIs1 pa3MelleHus Ha
opuumnanbHbIX UHTEpHET-pECcypcax

C KaxapIM T0JIOM MOJIOZC)KM B UHTEPHETE CTAHOBUTHLCS OOIIbIIE, a ITKOJIBHUKH OJHU 3
CaMbIX AaKTHBHBIX TOJb30BaTenel PyHera. Mexay TeM, MOMHMO OrPOMHOIO KOJIMYECTBA
BO3MOXKHOCTEH, UHTEpHET HECeT W MpoOIeMbl. DTa MaMsATKa JOJDKHA MOMOYb Tebe Oe30macHo
HaXOJINUTHCS B CETH.

Komnvromepnoie supycoi

KoMnbroTepHslii  BUpPYC — 3TO  Pa3HOBHJIHOCTb  KOMIIBIOTEPHBIX  IIPOrpamw,
OTJIMYUTEIBHON OCOOCHHOCTBIO KOTOPOHM SBJISIETCS CIIOCOOHOCTh K pa3MHOXeHHI0. B
JIOTIOJIHEHUE K 3TOMY, BUPYChl MOTYT MOBPEAUTH WM MOJHOCTbIO YHHUYTOXHUTH Bce (halliabl U
JaHHBIE, MOJKOHTPOJbHBIE MOJH30BATENI0, OT UMEHHM KOTOPOro ObLIa 3amyllieHa 3apakKEHHas
Iporpamma, a TakKe MOBPEIUTh WIHM JaX€ YHUYTOXHUTh OINEPAUOHHYIO CHCTEMY CO BCEMH
¢aitnamu B 1enom. B 60ibIIMHCTBE CilydaeB pacpOCTPAHAIOTCS BUPYCHI Ue€pe3 HHTEPHET.

Mertoap! 3alIUTHI OT BPEJOHOCHBIX IIPOrPaMM:

1. Hcrnonb3yil COBpEMEHHBIE ONEPALMOHHBIE CHUCTEMBI, UMEIOIINE CEPbE3HBIN YPOBEHb
3aILUTHI OT BPEJOHOCHBIX IIPOIPaMM;

2. TlocrosiHHO ycTaHaBiaMBail mauTd (LUMQPOBBIE 3aIIaTKH, KOTOPbIE aBTOMATUYECKU
YCTAQHABJIMBAIOTCS C LENbIO JOPAOTKH NMPOrpaMMbl) M Apyrue OOHOBIIEHUS CBOEH
orepanoHHoM cucteMbl. CkauMBail UX TOJIBKO ¢ O(UIIMANIBHOrO caiiTa pa3paboTunka
OC. Ecnu cymiecTByeT peKuM aBTOMAaTHYECKOTO OOHOBJICHUS, BKIIIOYH €T0;

3. PaOotaii Ha cBOeM KOMIBIOTEPE O] MpaBaMu MOJIb30BaTelNs, a HE aIMUHUCTPATOPA.
OTO HE MO3BOJIUT OOJBIIMHCTBY BPEIOHOCHBIX MPOTPaMM HHCTAJUIMPOBATHCS Ha
TBOEM IIEPCOHAIIBHOM KOMITBIOTEPE;

4. Hcnonp3yil aHTUBUPYCHBIE NPOTrPAMMHBIE MPOAYKTHI U3BECTHBIX ITPOU3BOJIUTEINIEH, C

aBTOMAaTHYECKUM OOHOBIIEHHEM 0a3;

Orpannyb pU3HMUECKUI TOCTYI K KOMIIBIOTEPY JAJIS IOCTOPOHHUX JIUII;

6. Hcnonb3yii BHEIIHUE HOCUTENH UHPOPMAINH, TaKUe Kak (premika, TucK win daii u3
MHTEPHETA, TOJIBKO U3 MPO(EPEHHBIX HCTOUHUKOB;

7. He oTkpeiBail KOMIbIOTEpHBIE (aiyibl, NOJyYEeHHbIE U3 HEHAAEKHBIX HCTOYHUKOB.
Haxe Te ¢aiinpl, KOTOpble HpUCIad TBOM 3HAKOMbIM. Jlydmie yTouHM y Hero,
OTIIPaBJISUI JIU OH TeOe MX.

e

Cemu WI-FI

Wi-Fi - 3T0 He BUJ nIepenayn JaHHBIX, He TEXHOJIOTHsI, a BCEro JUIh OpeH 1, Mapka. Eme
B 1991 rony Huzaepnanjackas xkommanus 3apeructpuponana Opens « WECA», uto o6o3Haudano
cnoBocouetanne « Wireless Fidelity», KOTOpbIi TepeBOAUTCS KaK «OECITPOBOIHASI TOYHOCTHY.

Jlo Hamero BpeMeHM JoluIa jApyras abOpeBHaTypa, KOTOpas sBISETCS TaKOW iKe
TexHosoruei. Ito abopeBuarypa « Wi-Fi». Takoe Ha3BaHue ObUIO 1aHO ¢ HAMEKOM Ha CTaHIApT
BbICIINI 3BYKOBOM TexHUKU Hi-Fi, uTo B mepeBojie 03Ha4aeT «BBICOKASI TOUHOCTHY.

Jla, GecriaTHBIM MHTEPHET-AOCTYI B Kade, OoTensiX W a’pomnopTax SBJISETCS OTIIMYHOU
BO3MOXKHOCTBIO BBIX0/Ia B MHTepHET. HO MHOTHE SKCHepThl CUUTAIOT, YTO 00IeaoCcTynHbIe Wi-

Fi cetn He saBisroTCs OE30MTACHBIM.

Cogersl 110 O0e30macHOCTH paboTe B 001eAOCTYMHBIX ceTsix Wi-fi:
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He nepenaBaii cBoro nuunyro uHpopMaiuio udepe3 obmenocrynubie Wi-Fi ceru.
PaGorass B HHMX, KenaTeiabHO HE BBOJAWUTH MApOJM JOCTYMNA, JIOTUHBI M KaKHE-TO
HOMEpa;

Hcnonp3yit 1 OOHOBISAN aHTUBHPYCHBIE IPOrpaMMBbl U OpaHamayep. TeM cambIM Thl
oOe3omacuilb ceds 0T 3aKaYKH BUpPyca Ha TBOE YCTPONCTBO;

[Tpu wucnonb3oBanun Wi-Fi orkmioun ¢ysknuio «OOmmii poctyn k ¢ainaMm u
npuHTepam». JlaHHas (QYHKIUS 3aKppiTa [0 YMOJYAHHUIO, OIHAKO HEKOTOpbIe
M0JIb30BATENIM aKTUBUPYIOT €€ JUIsl yA00CTBa MCIIOJIb30BaHUS B paboTe Win yueoe;

He ucnone3yit nmyonumunsiii WI-FI s mepepaun JTUUHBIX JAHHBIX, HampuMep s
BBIX0/Ia B COL[MAJIBHBIC CETH WJIU B AJIEKTPOHHYIO IOYTY;

Wnone3yii Tonpko 3amuiieHHoe coequHenune uepes HTTPS, a uve HTTP, T.e. npu
Habope BeO-aapeca BBOAU UMEHHO «https://»;

B wMmoOunbHoM Tenedone ortkmoun  ¢yHkuuoo «lloaxmouenne k- Wi-Fi
aBToMaTu4eckn». He gomyckail aBTOMaTH4eCKOro NOJKIFOUYEHHS YCTPOMCTBA K CETSIM
Wi-Fi 6e3 TBoero cornacusi.

COI/IMCUZbele cemu

ConmanbHble CETH aKTHMBHO BXOJAT B HAIly JKW3Hb, MHOTHE JIOJU paboTalOT M KUBYT
TaM IOCTOSIHHO, a B Facebook y»xe 3aperucTpupoBaH MUIUIHAP/ YEJIOBEK, YTO SIBISETCS OJHON
celbMOM BCeX JKUTeNeH IutaHeTsl. MHOTHE MOJb30BaTENM HE MOHUMAIOT, 4TO WH(OpMalus,
pa3MelieHHass UMHU B COIMANIBHBIX CETAX, MOXKET ObITh HalJIeHa U MCIIOJIb30BaHa KEM YTOJIHO, B
TOM YHcJIe He 0053aTeNIbHO ¢ OJaruMu HaMepeHHUSIMH.

OCHOBHBIC COBETHI 110 OC30IMACHOCTH B COIMAJIBHBIX CCTAX:

1.

2.

Orpanuub CHUCOK Jpy3ei. Y TeOs B Jpy3bsX HE JODKHO OBbITh CIy4YallHBIX U
HE3HAKOMBIX JIFOJIEH;

3amuiiai cBOIO 4YacTHYIO kH3Hb. He ykaspiBail maponu, tenedoHbl, ajapeca, AaTy
TBOETO POXACHUS M APYTYIO0 IUYHYIO HHPOpMAIHiO. 3ITOYMBIIIICHHUKH MOTYT
UCIIOJIB30BaTh Jlaxke MH(OPMALMIO O TOM, KaK Thl U TBOU POIUTENH IUIAHUpPYETE
MIPOBECTH KAHUKYJIBI,

3amuinai CBOI PEemyTaluio - ASPKU €€ B YUCTOTE U 3a7aBail ce0e BOMpOoC: XOTem Obl
ThI, YTOOBI JAPYTHE TMOJIB30BATEIN BUJEIU, YTO ThHI 3arpyxaemis? [logymaii, mpexae
YeM YTO-TO OIyOJIMKOBaTh, HATUCATh U 3arPy3HTh;

Ecnn ThI TOBOpHILB € JIOJbMHU, KOTOPBIX HE 3HAEIIb, HE UCIOJbL3YH CBOE PEAIBHOE
UMS ¥ JIPYTYI0 JUYHYI0 UHGOpMAIUU: HMs, MECTO MXUTEJIbCTBA, MECTO Y4yeObl U
poyee;

N36erait pazmenienus ¢otorpaduii B aTepHETE, T/I€ THI N300paKEH Ha MECTHOCTH,
10 KOTOPOM MOXHO ONPEAEIUTH TBOE MECTOIIOJIOKEHHUE;

[Tpu peructpanuu B COIMAIBLHON CETH HEOOXOAUMO UCIOIb30BaTh CIOXHBIE MAPOJIH,
cocrosre u3 OykB U IU(pP U ¢ KOJINIESCTBOM 3HAKOB HE MEHee §;

st conanbHO#M CeTH, MOYTHI U APYTHX CaiTOB HEOOXOJAMMO HCIIOH30BaATh Pa3HbIE
naponu. Torna eciau TeOs B3JIOMAIOT, TO 370YMBIIIJICHHUKU TOJIYy4YaT JTOCTYI TOJBKO
K OJIHOMY MECTY, a HE BO BCE Cpasy.

OnexmponHvle OeHbeu

DNEeKTPOHHBIE JEHBI'M — 3TO OUYEHBb YJOOHBIN CMOCO0O TIATEXKEH, OJTHAKO CYIIECTBYIOT
MOIIEHHUKHU, KOTOPbIE XOTAT MOJTYYUTh ITH JICHbIU.

SHGKTPOHHBIG JACHBI'M ITIOSABHIIMCH COBCEM HCAABHO WM MMCHHO H3-3a 3TOI'O BO MHOI'HMX
rocygapCrtBax g0 CHUX IIOp HE NPOIHCAHO PO HUX B 3aKOHAX.
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B Poccun jxe oHn QyHKIMOHMPYIOT M O HUX YK€ IPOMUCAHO B 3aKOHE, TJIE UX Pa3AesioT
Ha HECKOJIBKO BHUJIOB — AHOHUMHBIE U HE aHOHUMHBIE. PasHuIia B TOM, 4TO aHOHUMHBIE - 3TO T€,
B KOTOPBIX pa3peliaercsd MpOBOAUTH omepanuu 0e3 HIeHTHU(PHUKAUU TOJb30BaTeNsd, a B
HEaHOHMMHBIX MJIEHTU()UKALIMYU TOIb30BATENs ABISIETCS 0053aTEIBHOM.

Taxoke cienyer pa3nuyarh 3JCKTPOHHBbIE (pUaTHBIE JEHBIH (paBHBI IOCYJAPCTBEHHBIM
BaJIIOTaM) U AJIEKTPOHHbIE HE(UATHBIE IEHbIM (HE PaBHBI TOCY/IaPCTBEHHBIM BATIOTAM).

OcHOBHBIE COBETHI M0 6€30MacHON paboTe C IJIEKTPOHHBIMU JI€HbIAMHU:

1. TlpuBsbku K cueTy MOOMIIBHBINA TenedoH. DTo camblif ynOOHBIA M OBICTpPBIM CIIOCOO
BOCCTaHOBUTH JOCTYN K cuery. lIpuBs3aHHbIN TenedoH MOMOXKET, eciau 3a0ylellb
CBOM IUIATEKHBIN MTApOJIb WM 3al/IelIb HA CAaUT C HE3HAKOMOI'O YCTPOMCTBA;

2. Hcnonw3yit omHopaszoBblie maposid. [locime mepexona Ha YCHUIICGHHYIO aBTOPHU3ALUIO
Tebe yke He Oy/IeT YIpokaTh OACHOCTh KPayku MITH MepexBaTa IIaTeKHOTO MMapois;

3. Bribepu cnoxsbiii maponb. IlpectynHukam OyIneT He MPOCTO YrajaTh CIIOXKHBIN
naposb. Hagexxusle maponu — 3TO Mapoiu, KOTOPHIE COJIEP/KAT HE MEHEE 8 3HAKOB U
BKJIIOYAIOT B ce€0sl CTPOYHBIE U MPONUCHBIE OYKBBI, HU(PHI U HECKOIBKO CHMBOJIOB,
TaKHhe Kak 3HaK Jojuiapa, (yHTa, BOCKIMLATEIbHBIN 3HaK u T.11. Hanpumep, $tROng!;;

4. He BBOIM CBOM JTUYHBIC JaHHBIE HA CAWTax, KOTOPHIM HE JI0BEPSCIIb.

afleKmpOHHa}Z nouma

DIIEKTPOHHAS MOYTa — 3TO TEXHOJOTHS U MPETOCTABIIIEMBIE €10 YCIYTH MO0 EPECHUIKE U
MOJTyYEHHUIO DJICKTPOHHBIX COOOIIEHHH, KOTOpPBhIE PpacCHpeleNsifoTcsl B KOMIIBIOTEPHON CETH.
OO0OBIYHO 3JIEKTPOHHBIN IIOYTOBEIN SIIITAK BBITIJISIIAT CIIETYFOIIIAM obpazoM:
UMs_TIONBb30BaTeNA(@HUMsI_JOMEHa. Takke KpomMe TMepenayd TMpPOCTOro TEKCTa, HMEeTCs
BO3MOKHOCTh TIepe/1aBaTh (haubl.

OcHOBHBIE COBETHI 0 6€30MacCHOM paboTe C FTEKTPOHHON MOUYTOM:

1. Hazno BbIOpaTh MpaBWIBHBINA MOYTOBBIN cepBUC. B MHTEpHETE €CTh OrPOMHBII BEIOOP
OecrIaTHBIX MMOYTOBBIX CEPBUCOB, OJHAKO JIyYIle TOBEPSTH TEM, KOI'O 3HACIIb U KTO
IIEPBBII B PEUTHUHIE;

2. He yka3piBail B TU4HOM mourte Ju4Hy0 uHopmanmio. Hanpumep, nydie BoIOpaTh
«My3bIKaNbHBIN _(hanaT@» i «pok2013» BmMecTo «remal3»;

3. Hcnonp3yit IBYXATAlHYIO aBTOPU3AILMI0. DTO KOT/Ia TOMUMO Maposis HY’KHO BBOJUTH
KO/, MpUcChUIaeMblii 1o SMS;

4. BpiOepu CIOXHBIM Maposb. [ KaKa0ro MOYTOBOTO SIUKA JIOJDKEH OBITH CBOM
HAJCKHBIN, YCTOWYUBBIN K B3JIOMY I1apOJIb;

5. Ecim ecTb BO3MOXKHOCTh HAIIMCATh CAMOMY CBOW JIMYHBIA BOIIPOC, MCIOJB3YH 3Ty
BO3MOXHOCTb;

6. Hcnosb3yil HECKOJIBKO MOYTOBBIX AIMMKOB. [IepBbIN JUIsi Y4acCTHOM NEPENUCKH C
azpecaTaMM, KOTOPBIM Tbl JIOBEpSIEIIb. OJTO DJIEKTPOHHBIM aapec HE HaJo
UCIIOJI30BaTh MPU PETUCTPALIMU Ha POpyMax U caiTax;

7. He oTkpbiBaii ¢aitiel U Ipyrue BIOKEHHUs B MHCbMax Jake €CIM OHU MPHUIILIH OT
TBOMX Jpy3el. Jlydille yTouHU y HUX, OTHPABIISUIM JIU OHU TeOe ATH (aiiibl;

8. Tlocie oxoHuaHHsT PabOTHl Ha IOYTOBOM CEpBHUCE MeEpei 3aKPHITHEM BKIAIKU C
caiiToM He 3a0y/b Ha)KaTh Ha « BeIATHY.
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Kubepbynnune unu eupmyanvrnoe uzdeeamenbcmeo

KubepOynnuHar — mpecieoBaHUE COOOMICHUSAMHU, COJCPKAIIMMH  OCKOpPOJICHMS,
arpeccHio, 3alyTuBaHUe; XYJIUTAaHCTBO; COLMATbHOE OOMKOTHPOBAHHUE C TIOMOIIBIO PAa3TMYHBIX
WHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI O OOPHOE ¢ KNOEPOYIITUHTOM:

1. He Opocaiics B 6oii. JIyumuii crioco6: MOCOBETOBAThCS KaK ceOsl BECTH U, €CIIA HET
TOT0, K KOMY MOKHO OOpaTUThCS, TO BHAYaje YCIOKOWTbcA. Ecnu Thl HayHellb
OTBEYATh OCKOPOJICHMSIMM Ha OCKOpOJIEHMS, TO TOJBKO €lle OOJbIIe pa3oiOKellb
KOH(QJIHKT;

2. VYmnpasnusii cBoeil kubeppernyTanueii;

3. AHOHUMHOCTH B ceTd MHHMMas. CylIecTBYIOT CIOCOOBI BBISICHUTh, KTO CTOUT 3a
AQHOHHMMHBIM AKKayHTOM;

4. He cTout BecTH XyJIUTraHCKUI 00pa3 BUPTYaabHOU KU3HU. VIHTEpHET QuKcHpyeT Bce

TBOM JICUCTBUS U COXPAHSET UX. Y AAUTh UX OyJeT KpaiiHe 3aTpyAHUTEIbHO;

Colmroaii cBO# BUPTYaIbHYIO YECTh CMOJIOAY;

6. UrHopupyii enuHuuHbli HeraTuB. OJIHOpa30Bble OCKOPOMTENBHBIE COOOIECHHS
Jyylie urHopupoBaTh. OOBIUHO arpeccus MpeKpaliaeTcsi Ha HaYaJlbHOW CTaJuH;

7. ban arpeccopa. B nmporpamMmax o6MeHa MTHOBEHHBIMU COOOIICHUSMU, B COIIMATIBHBIX
CeTSIX €CTb BO3MOXKHOCTh OJIOKHPOBKH OTHPABKH COOOIIEHUN C OINpeaeeHHBIX
aJIpecoB;

8. Ecimm Tel cBugerens kuOepOyinHra. TBou AecTBUSA: BBICTYNUTh POTHB
IpecieioBaTeNs, IOKa3aTh €My, YTO €ro JEHCTBUS OLIEHUBAIOTCA HETaTUBHO,
NoJIepKaTh KEPTBY, KOTOPOW HyXHa IICHMXOJIOTMYECKas TIOMOIb, COOOIIUTH
B3pOCJBIM O (paKTe arpeCCUBHOTO MOBE/ICHUS B CETH.

e

Mobunvuwiti meneghon

CoBpemeHHble cMapT(OHBI M TJIAHIIETHI CcOepX)aT B ceOe BIOITHE B3POCIBIN
(yHKIIMOHAT, W TEMeph OHM MOTYT KOHKYPHUPOBaTh CO CTallUOHAPHBIMH KOMITBIOTEPAMHU.
OpHako, cpeACTB 3alTUTHI JIJIS MOJAOOHBIX YCTPOMCTB MOKAa OYeHb Malio. TecTupoBaHHE M TTOUCK
YA3BUMOCTEH B HHUX MPOMCXOJHUT HE TaK MHTEHCUBHO, Kak s [IK, To e camoe kacaercs u
MOOUITBHBIX TPUIIOKEHUIA.

CoBpeMeHHbIE MOOMIIbHBIE Opay3epbl YK€ MPaKTUYECKU JOTHAIM HACTOJIbHBIC aHAJIOTH,
OJIHaKO pacimmpeHrue (¢GyHKIHOHATa BIIEYET 3a CO0O0M OOJNBIIYIO CIOXHOCTh W MEHBIIYIO
3aIUIICHHOCTbD.

Jlaneko He BCe MPOU3ZBOJUTENN BBITYCKAIOT OOHOBIEHUS, 3aKPHIBAIOIINE KPUTHUECKUE
YA3BUMOCTH JJIsl CBOUX YCTPOUCTB.

OCHOBHBIE COBETHI JIJIs1 0€30MaCHOCTH MOOMIIHLHOTO TelleoHa:

1. Hwuuero He sBIS€TCS MO-HACTOSIIEMY O€CIUIaTHBIM. Bynb OCTOpoXKeH, Bedb KOria
Tebe mpemyararoT OECIUTaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITBI KaKHE-TO
IUTATHBIEC YCITYTH;

2. Hywmaii, mpexae yem otnpaButb SMS, poro win Buaeo. Thl TOYHO 3HACIIB, TI€ OHU

OyIyT B KOHEYHOM HTOTE?

Heo0xoaumo 0OHOBIATH ONEPALIMOHHYIO CUCTEMY TBOEro cMapTdhoHa;

4. HWcnonw3yit aHTUBHPYCHBIE TPOTPAMMBI JUISI MOOMIBHBIX Telle(hOHOB;

(8]
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5. He 3arpy»xaii npuiioXeHus OT HEU3BECTHOTO MCTOYHUKA, BEJlb OHU MOTYT COJEPKATh
BPEIOHOCHOE TPOTpaMMHOE 00eCIieUeHHE;

6. Ilocne Toro kak THI BBIMIEIIH C caifTa, TJ€ BBOAWI JHYHYIO MHPOPMAIUIO, 3aliI1 B
HACTPOWKH Opay3epa u ynaiau cookies;

7. Tlepuomudecku MpOBEPSiA KaKUe TIATHBIC YCIyTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

8. JlaBaii cBoii HOMEp MOOWIBHOTO TeledOoHa TOJIBKO JIFOASM, KOTOPBIX Thl 3HACHIb U
KOMY JTOBEpsICIIIb;

9. Bluetooth gomxeH OBITH BBIKIIIOUEH, KOT/Ia Thl UM HE ToJb3yembes. He 3a0piBaii
WHOT/Ia IPOBEPSATH 3TO.

Online uepwi

CoBpeMEHHbIE OHJIAMH-UTPBl — 3TO KPACOYHBIC, 3aXBaThIBAIOIIUE PA3BICUYCHMUS,
O0OBEIUHSIONINE COTHHU THICSIY YEJIOBEK MO BceMy MHpPY. VTrpoku MCCIeAyroT JaHHBIA UM MHP,
OOIIArOTCS IPYT C JIPYTOM, BBIMOJHSIOT 33JaHUSI, CPAKAIOTCS C MOHCTPAMH M TOJIYYalOT OIBIT.
3a yJ0BOJIbCTBHE OHU IUIATAT: MOKYMAIOT JUCK, OIUIAYMBAIOT a0OHEMEHT WM TPHOOPETArOT
KaKHe-TO OIIHH.

Bce »tm cpenctBa uayT Ha MOJAEpKAHME W PA3BUTHE WIPBl, a TaKXKE Ha camy
0€30MacHOCTh: COBEPUICHCTBYIOTCS CHUCTEMBI AaBTOPH3AllMM, BBIMYCKAIOTCSI HOBBIE MAaT4U
(un¢poBbIe 3aIIaTKU JJIs1 IPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOI[O6HLIX urpax CTOUT OIlaCcaTbCd HEC CTOJIbBKO CBOHX COIICPHHUKOB, CKOJIBKO KpaXXu
TBOCTO IMapoOJisd, HA KOTOPOM OCHOBaHa CUCTEMA aBTOPpHU3allhun OOJILIITMHCTBA urp.

OCHOBHBIE COBETHI 10 OE30MACHOCTH TBOETO UTPOBOT'0 AKKAYHTA:

1. Ecnu apyroii urpok BeneT ce0s II0X0 WM co37aeT Tebe HEMPUATHOCTH, 3a0JIOKUPYH
€ro B CIIUCKE UTPOKOB;

[Toxamylicda aAMMHMCTpATOpaM WIPbl Ha IUIOXO€ IIOBEIEHHE 3TOr0 WIPOKa,
JKEJIaTeNIbHO MTPUWIOKUTh KaKUE-TO IOKA3aTeIbCTBA B BUJE CKPUHOB;

He yka3biBail muunyto nHpopMaluio B mpogaiisie urpsl;

VBakail Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBaii HeoumanbHble TaTYM U MOJIBI;

Hcronb3y# CIIOKHBIE M pa3HbIE TAPOJIH;

Jaxe BO BpeMs UIPbl HE CTOUT OTKJIIOYATh aHTUBHpYC. Iloka Thl Mrpaemb, TBON
KOMITBIOTEP MOTYT 3apa3uTh.

N

NownkwWw

Duwune unu Kpaosica TU4YHbLX OAHHbBIX

OObIYHON Kpa’keH JleHer M JOKYMEHTOB CEroJHsl yKe HHUKOro He yauBufilb, HO ¢
Pa3BUTHEM HMHTEPHET-TCXHOJIOTUN  3JIOYMBIIUICHHUKH IEPEMECTUINCh B HUHTEPHET, U
IIPOIOJIKAIOT 3aHUMAThCSA «JTFOOMMBIMY JEJIOM.

Tak mosiBUJIach HOBasl yrpo3a: MHTEPHET-MOILIEHHUYECTBA WM (DUIIMHT, TJIaBHAs LIEb
KOTOPOTO COCTOMT B MOJY4YE€HUH KOH(UICHUIMAIBHBIX JAaHHBIX IOJIb30BaTeNeii — JIOTUHOB U
naposieil. Ha anrnuiickom si3pike phishing unraercs xak ¢ummunr (ot fishing — peibHas 0B,
password — mapoib).

OcHOBHBIE COBETHI IO OOpHOE € HUIIUHTOM:

1. Cnenm 3a cBoMM akkayHTOM. Ecimu Thl momo3peBaenib, 4TO TBOS aHKeTa ObLTa
B3JIOMaHa, TO HEOOXOJWMO 3a0JIOKUPOBAaTh €€ U COOOIIUTH aJIMUHUCTPATOPaM
pecypca 00 3TOM Kak MOKHO CKOPEE;
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2. Hcnonw3yii 6e30macHble BeO-CalThl, B TOM YHUCIIE, HHTEPHET-Mara3uHOB M MOUCKOBBIX
CUCTEM;

3. Hcnonp3yit cioxHbIe M pa3Hble Mapoiu. Takum oOpa3om, eciu TeOs B3JIOMAIOT, TO
3JI0YMBIIIJICHHUKH MOJIyYaT JOCTYH TOJIBKO K OJJHOMY TBOEMY MPO]UIIIO B CETH, a HE
KO BCEM;

4. Ecmu Te0s B3nOManM, TO HEOOXOIUMO MpEeAYINpeIuTh BCEX CBOUX 3HAKOMBIX,

KOTOpbIe 100aBleHbl Y Te0s B JAPY3bsiX, O TOM, YTO TeOs B3JIOMalIM U, BO3MOXHO, OT

TBOETO UMEHHU OyJIeT pacChlIaThCsl CIIaM U CChIJIKU Ha (PUIIMHTOBBIE CAMTBHI;

YcranoBu HaaexHbIH mapoib (PIN) Ha MoOWIbHBIHN TenedoH;

OTxmroun coxpaHeHue naposs B Opaysepe;

7. He oTkpbiBail ¢ailibl U Ipyrue BIOKEHHUS B MHCbMax Jake €CIM OHU MPUILIH OT
TBOMX Jpy3el. Jlydle yTouHu y HUX, OTIIPABIISUIN JIM OHU TeOe 3TH (haiibl.

SN

Lugposas penymayus

[Mudposast penyTanus - TO HeraTUBHAsl WIM MO3UTHBHAsI MH(pOpMaLus B ceTH O Tebe.
Komnpomerupyromass uHGoOpMaius pa3MelleHHass B MHTEPHETE MOXKET Cephe3HbIM 00pa3oMm
OTpa3uThCs Ha TBOEH peanbHOU xu3HU. «LludpoBas pemyranus» - 3T0 TBOW MUMHUIK, KOTOPBII
bopmupyercs U3 uHGopMaIK O Tebe B UHTEPHETE.

TBoe mecTo KHUTCIILCTBA, yqe6bl, TBOC (I)I/IHaHCOBOC IIOJIOKCHUEC, 0COOEHHOCTHU XapakTepa
" pacCCKa3bl O OU3KHUX — BCE 3TO HAKAILJIMBAETCS B CETH.

MHorue noapoCTKU JErKOMBICIIEHHO OTHOCATCS K MyONMKaluu JUYHOW MH(pOpMaluu B
HNHrepHeTe, HE TOHMMAas BO3MOXKHBIX IOCIEACTBUU. Thl ake HE CMOXKEIb J0rafaTbCs O TOM,
yto (oTorpadus, pa3mMelieHHas 5 JeT Ha3ajl, CTajla IPUYMHON OTKa3a MPUHATH TeOs Ha padoTy.

KommenTapuu, pasmemienue TBoux ¢Gotorpaduili u apyrue JeHCTBUSL MOTYT He
UCYE3HYTh JaXe IOCJI€ TOro, Kak Thl WX yJaluib. Tl He 3Haelb, KTO COXpaHWI 3Ty
nH(pOpMalMIo, MoNajia JTU OHA B MOMCKOBBIE CUCTEMBbl U COXPAaHWJIACH JIM OHA, a TJIABHOE: YTO
MOIYMAIOT 0 Tebe OKpyXarollee JIOAU, KOTOpble HalayT M yBUIAT 3T0. Haiitu undopmarmro
MHOTO JIET CITyCTSI CMOXET Jt000i — Kak M3 J0OpbhIX MOOYXAEHUH, TaK U C HaMEpPEHHEM
NPUYUHUTH Bpel. DTO MOKET OBITh KTO YTOJIHO.

OCHOBHBIE COBETHI IO 3aLIUTE UPPOBON permyTaIiu:

1. Tlomymaii, mpexae 4yeM 4TO-TO MyOJIMKOBaTh M IepeaaBaTh y ceOs B OJiore Wid B
COIIMAJIbHOM CeTH;

2. B HacTpoiikax npo¢uis yCTaHOBH OIpaHUYEHHUS HA IPOCMOTP TBOETO MPOpUIs U ero
COJIEP’KUMOT0, CIIENAN €r0 TOJIBKO «JUIsl IPYy3ei»;

3. He pa3memiaii u He yka3biBail HHPOPMAIIUIO, KOTOPask MOXKET KOTO-JIM00 OCKOPOJIATH
WA OOMXKATh.

Aemopckoe npago

CoBpeMeHHbIE IIKOJIBHUKA— AaKTUBHBIE TI0JIb30BAaTeN IM(PPOBOrO MPOCTPAHCTBA.
OpHako naneko He BCEe 3HAIOT, YTO MOJIb30BAaHHME MHOTMMHU BO3MOXKHOCTSIMHU LU(POBOro MHpa
TpeOyeT cCOOMI0IeHNs IPaB Ha MHTEIUIEKTYaJIbHYI0O COOCTBEHHOCTbD.

TepMUH «UHTEJUIEKTyallbHasE COOCTBEHHOCTBY» OTHOCHUTCS K pPAas3IMYHbIM TBOPEHUSM
YeJI0BEUYEeCKOI0 yMa, HaurWHasi C HOBBIX M300pPETEeHUN U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh
Ha TpPOAYKTHl M YCIyI'M , M 3aKaHuMBas KHHUramu, QororpadusiMu, KuHOQUIBMAMU H
MY3bIKaJIIbHBIMHU POU3BEICHUSIMH.
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ABTOpCKHeE IpaBa — 3TO MpaBa Ha UHTEJUIEKTYalbHYI0 COOCTBEHHOCTh Ha MPOU3BEACHUS
HAyKH, JIATEPATypPbl U UCKYCCTBA. ABTOPCKHE MPaBa BBICTYINAIOT B KAYECTBE IF'APAHTHH TOTO, YTO
MHTEJIJICKTYaJIbHBIM/TBOPUECKUN TPYJ aBTOpa He OyIeT HampacHbIM, JACT €My CIpaBeJIUBHIE
BO3MOXHOCTH 3apaboTaTh Ha pe3ysbTaTax CBOErO TPy[a, MOJYYHTh U3BECTHOCTh U MpPU3HAHHE.
Huxkro 6e3 paspelieHus aBTopa He MOKET BOCTIPOU3BOIUTE €r0 POU3BE/IEHUE, PACIIPOCTPAHSTH,
nyONIUYHO JIEMOHCTPUPOBATh, MPOAABaTh, HMMIIOPTHPOBATH, IIyCKaThb B MPOKaT, MyOIMYHO
UCIIOJIHSATH, MIOKa3bIBATH/UCIIONHATH B 3(Hpe Ui pazMewath B MIHTepHeTe.

Hcnonp30BaHne «IMUPATCKOTO» MPOTPAMMHOTO 00ECIIEYSHHUST MOXKET MMPUBECTH K MHOTHM
pUCKaM: OT TOTEpH JAaHHBIX K TBOMM aKKayHTaM 10 OJOKHPOBKM TBOETO YCTPOWCTBA, T
YCTAHOBJICHHBIM HE JieTalbHas mporpamMma. He crtout Takxke 3a0bIBaTh, YTO CYIIECTBYET
JerajgbHbIe U OECIIaTHBIE POTPaMMbI, KOTOPBIE MOKHO HAWTH B CETH.

O nopmarne

CereBnuok.p) — TBOI TINaBHBI COBETYMK B CETHU. 3A€Ch Thl MOXEIIb Y3HaThb O
0€30MacHOCTH B CETU MOHSATHBIM U JOCTYIHBIM SI3bIKOM, @ MPH BO3HUKHOBEHUU KPUTHYECKOU
CUTyallud OOpaTUTHCA 32 COBETOM. A TaKkKe NPUHATH Y4acTHE B KOHKYpCax W CTaTh CaMbIM
M (GPOBBIM TpakTaHUHOM !
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