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NHOOPMALNMOHHAA ITAMSATKA

JJIA OBYYAIOIUXCA 151 PASMEIIEHUSA

HA O®OULUNAJIBHBIX UTHTEPHET-PECYPCAX
C KaXIbIM TOAOM MOJIOJIC)KU B WHTEPHETE CTAHOBUTHCS OOJBINE, a IIKOJbHUKU
OJHM W3 CaMbIX AaKTHBHBIX IOJb30Barene PyHera. Mexnay Tem, noMHMO
OTPOMHOTO KOJIMYECTBA BO3MOKHOCTEH, WHTEPHET HEceT M NpoOsieMbl. JTa
namsTKa JOJDKHA MOMOYb Te0e 6e3011acHO HaXOUThHCS B CETH.
KommnbrorepHbie BUPYCHI
KoMmnploTepHblidi BUPYC - 3TO Pa3HOBUIAHOCTh KOMIIBIOTEPHBIX MPOTPaMM,
OTJIMYUTEIBHOU OCOOEHHOCTHIO KOTOPOM SIBIISIETCS CIIOCOOHOCTh K Pa3MHOKEHUIO.
B nononHeHne K 3TOMY, BUPYChl MOTYT NOBPEAUTH WJIU MOTHOCTBIO YHUUTOXKHUTH
BCe (pailsibl U JaHHBIE, MOJKOHTPOJIbHBIE MOJIb30BATENI0, OT UMEHU KOTOPOro Obliia
3amyllleHa 3apa)keHHas MpOorpaMma, a TakKe MOBPEAUTh WU AAXE YHUUYTOXKUTH
OTEPALMOHHYIO CUCTEMY CO BceMH (aitiamMu B 1iesioM. B OoJIbIIMHCTBE Cily4yaeB
pacIpOCTPaHSAIOTCS BUPYCHI YEPE3 UHTEPHET.
Metozs! 321U ThI OT BPEIOHOCHBIX MPOrPAMM:
1. Ucnonb3yld COBpEMEHHBIE OIEPALMOHHBIE CHUCTEMBI, UMEIOIIME CEPbE3HbIN
YPOBEHbB 3aIUThI OT BPEJOHOCHBIX MTPOTPAMM;
2. TloctosHHO ycTaHaBnuBaili madtu (TUGpPOBBIC  3alIaTKA, KOTOPBIC
ABTOMATUYECKH YCTAaHABJIMBAIOTCS C LIENbI0 AOPaOOTKHM MPOrpaMMbl) U JApYyrue
OOHOBIIEHUST CBOEHW omepanmnoHHOW cuctembl. CkauymBall WX TOJBKO C
opunmansHoro  caira paspaborunka OC. Ecmm cymectByer  pexum
aBTOMATUYECKOTO OOHOBIIEHUS, BKIIIOUH €T0;
3. PabGoraii Ha cBoeM KOMIIbIOTEpPE TIOJ TMpaBaMH TMOJIb30OBATENs, a He
aIMUHUCTpAaTOpa. OTO HE IMO3BOJUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOrpamMm
MHCTAJUIMPOBATHCS] HA TBOEM MIEPCOHATILHOM KOMIIBIOTEPE;
4. Hcnonb3yil  aHTUBHUPYCHBIE  NPOrPAMMHBIE  MOPOIYKTBl  HM3BECTHBIX
IPOU3BOIUTEIIEH, C aBTOMATUUYECKUM OOHOBJIIEHUEM 0a3;
5. Orpanuub PU3NYECKUNA JOCTYI K KOMIBIOTEPY JJIsl TOCTOPOHHUX JIMII;
6. Ucmonp3yilt BHENTHUE HOCHTENU WH(OpMAIu, Takue Kak (ernrka, JUCK WU
¢aiin u3 HHTEPHETA, TOJHKO W3 IPOBEPEHHBIX HCTOYHUKOB;
7. He oTkpbiBaii KOMIbIOTEpHbIE (Haljbl, TOJTYYEHHbIE W3 HEHAJEKHBIX
UCTOYHUKOB. Jlaxke Te ¢ailbl, KOTOphIe MpUCIal TBOW 3HAKOMBIN. Jlyurie yrounu
y HETO, OTIIPABJISLI JI OH TeOe nX.
Ceru WI-FI
Wi-Fi - 3T0 He BHJ mepejaud JaHHBIX, HE TEXHOJOTHs, a BCEro JIUIIb OpEH],
mapka. Eme B 1991 roay HuaepiaHickass KOMIAHUS 3aperucTpupoBaja OpeH.
"WECA", urto o6o3nauanio cioBocoueranue "Wireless Fidelity", kotopsrit
NepeBOUTCS Kak "0ecrnpoBOHAS TOYHOCTh".
Jlo Hamiero BpeMeHM JAolia Apyras ab0peBuaTypa, KOTopas SBIISIETCS TaKOW Ke
TexHosoruen. Ito abopeuarypa "Wi-Fi". Takoe HazBaHue ObLIO JaHO ¢ HAMEKOM



Ha CTaHAapT BeIcieidl 3BykoBoi TexHuku Hi-Fi, uTo B mepeBoje o3Havaer
"BBICOKAsi TOYHOCTB .

Ja, OecrnaTHBIA HMHTEPHET-IOCTYN B Kade, OTeNsIX W a’pornopTrax sBIsSeTcs
OTJINYHOM BO3MOKHOCTBIO BbIXOJIa B MHTEepHET. HO MHOTHE 3KCHepThl CUMTAIOT,
yT0 o0meaoctynHbeie Wi-Fi ceTu He sBIsitoTcs 0€301acHbBIMHU.

CoBeTbl 110 6€30I1aCHOCTH PabOThI B 001IEeA0CTYHBIX ceTsax Wi-fi:

1. He nepenanaii cBoro JMuHyr0 HHpopMaruio yepe3 oodmienoctynubie Wi-Fi cern.
PabGoTas B HHMX, XenaTeIbHO HE BBOJUTH IMAPOJIA JTOCTYIA, JJOTUHBI U KaKUE-TO
HOMEDA;

2. Ucnonb3yit u 0OHOBIISANM aHTUBUPYCHBIE MPOrpaMMbl U Opanamayep. Tem cambiM
ThI 00€30MaCHUIITh Ce0s OT 3aKAYKH BUPYyCa Ha TBOE YCTPONCTBO;

3. IIpu ucnonwszoBanun Wi-Fi otkmoun gynkumio "OOumii goctyn k (daiinam u
npuHTepam". JlanHas (yHKIHS 3aKpbiTa MO YMOJIYAaHHUIO, OJTHAKO HEKOTOPHIC
M0JIb30BATENIM AKTUBUPYIOT €€ JIJIsl y1I00CTBa UCIIOJIb30BaHUs B paboTe win y4eoe;
4. He ucnonb3yit nyoaununsii WI-FI nmsa mepenaum JTUUYHBIX JaHHBIX, HApUMED
JUTSl BBIXO/IA B COLMAJIbHBIE CETH UITU B DJIEKTPOHHYIO MOUTY;

5. Ucnonb3yi Tosbko 3amuiieHHoe coeaunenue yepe3 HTTPS, a e HTTP, T.e.
npu Habope BeO-aapeca BBOU UMEHHO "https://";

6. B MoOunbHOM Tenedone otkmoun ¢yHkiuoo "Tlogkmouenne k  Wi-Fi
aBromatuiecku". He momyckaii aBTOMAaTW4eCcKOro MOJKIIOUEHHUS YCTPOWCTBa K
cetsim Wi-Fi 6e3 TBoero coriacus.

CouuanbHbie CETH

CoruanbHbIe CETH aKTMBHO BXOJST B HAIly >KW3Hb, MHOTHE JIIOJU PabOTAOT U
KUBYT TaM IOCTOsIHHO, a B Facebook yke 3apeructpupoBaH MUJLIAAP]] YEIIOBEK,
YTO SIBJISIETCS OJTHOW CEABMOW BCEX >KUTEIIEH IIaHEThl. MHOTrME MOJIb30BATENN HE
MOHUMAIOT, YTO WH(POpPMAINHs, pa3MeIeHHass MU B COITMAIBHBIX CETAX, MOXKET
ObITh HalJ€HAa W UCIO0JIb30BaHA K€M YIrOJHO, B TOM 4YHCJE HE 0053aTelIbHO C
OJIaruMu HaMEPEHUSIMHU.

OCHOBHBIE COBETHI IO 0€30MACHOCTH B COIIMATBHBIX CETSIX:

1. Orpannyb cnucok Apy3eil. Y TeOs B Apy3bsiX HE JOKHO OBbITh CIydyalHBIX U
HE3HAKOMBIX JIFO/ICH;

2. 3ammuiail cBol 4YacTHyIO ku3Hb. He ykasbiBail maponu, tenedoHsl, aapeca,
JaTy TBOEr0 POXKACHUS M JPYTYIO JUYHYIO HHPOpMALUIO. 3JIOYMBIIIJICHHUKA
MOTYT HCIIOJIB30BaTh Jaxe WHOOPMAIUI0O O TOM, KaK Thl WU TBOHM POAUTEIN
IJIAHUPYETE TTPOBECTH KAaHUKYIIBI;

3. 3ammimail CBOIO PEMyTaIuio - JIEPKH €€ B YHCTOTE W 3a/JaBail cebe BOmpoc:
xoTen Obl Thl, YTOOBI JPYrue€ TMOJH30BATENN BUACIH, YTO ThI 3arpykaeiib?
[Toxymaii, mpesxie 4emM 9To-TO OMyOJIMKOBATh, HANIMCATH U 3arPY3UTh;

4. Ecnu TBI TOBOPHWINB C JIOABMHU, KOTOPBIX HE 3HACIIh, HE HCIOJL3YH CBOE
peajgbHOE UMSI U IPYTYIO JIMYHYI0 MH(QOpPMALMU: UMS, MECTO KUTEJIbCTBA, MECTO
y4eObl U MpoYee;

5. Uzberaii pasmemienust ¢ororpaduii B MHTEpHETE, THE€ Thl H300pakeH Ha
MECTHOCTH, 110 KOTOPOH MOKHO OMPEEIUTh TBOE MECTOIOJIOKEHUE;

6. Ilpu peructpanuu B COIMATBHOW CETH HEOOXOJMMO HCIOJIb30BATh CIOKHbBIE
NapoJiv, COCTOSLIME U3 OYKB U U(P U C KOJIMYECTBOM 3HAKOB HE MEHEE &;



7. Ang conuanbHOM CETH, MOYTHI U APYTUX CANTOB HEOOXOAMMO HCIOJIB30BaTh
pazuble maponu. Torga ecid TeOs B3JIOMAIOT, TO 3JOYMBIIUJICHHUKH MOJIy4aT
JOCTYT TOJIBKO K OTHOMY MECTY, a HE BO BCE Cpasy.

DJIEKTPOHHBIE IEHBI' U

DNEeKTpOHHBIE JEHBI'M - O3TO OYEeHb YAOOHBIM crmocod IUIaTexei, OJIHAKO
CYILIECTBYIOT MOLLIEHHUKH, KOTOPBIE XOTAT IMOJYYUTh 3TH AEHBIH.

DJIEKTPOHHBIE JEHBIM MOSBUIMCh COBCEM HENABHO M MMEHHO H3-3a 3TOrO BO
MHOTHUX FOCyAapCTBax JI0 CHX MOP HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccun xe oHM GyHKIMOHUPYIOT MU O HHX YK€ TPOIKCAHO B 3aKOHE, TJe MX
pa3aeNsoT Ha HECKOJBKO BHUJIOB - AHOHMMHBIE U HE aHOHUMHBIE. Pa3Hua B TOM,
YTO AQHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peuiaeTcs MPOBOAUTH omepanuu 0e3
uAeHTU(UKAITNH TTOJIH30BATENS, @ B HEAHOHUMHBIX UJICHTU(DHUKAINS TIOTH30BATEIIS
SIBJISIETCS] 00S13aTEIBHON.

Taxke cienyer  pas3nuyarb — AJEKTPOHHbIE  (UaTHbIE  ACHBI'M  (paBHBI
rOCyapCTBEHHBIM BaJIOTaM) U AJIEKTPOHHbIE He(dUAaTHbIE JEHBI'M (HE PpPaBHBI
roCyapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI IO 0€30MacHON padOTe C AMEKTPOHHBIMU JIEHbraMU:

1. IlpuBsiku K c4yeTy MOOWIBHBIA TenedoH. ITO camblil YJOOHBIM U OBICTPHIN
croco0 BOCCTAHOBUTH JOCTYI K cueTy. [IpuBsi3aHHBIN TeleQOH MOMOXKET, eciiu
3a0yzelb CBOM IUIATEXKHBIM Mapojib WM 3aiJiellb Ha CalT ¢ HE3HAaKOMOIo
YCTPOUCTBA;

2. Hcnonb3yit onHopaszoBbie maponu. Ilocrme mepexona Ha  yCUIIEHHYIO
aBTOpM3aIMi0 Tebe yke He OyneT yrpo’kaTh OMACHOCTh KPakKH WJIM TepexBaTa
IJIATEKHOTO MAPOJIs;

3. BriGepu crnoxxnblil napois. [Ipectynaukam OyneT He MPoCTo yraiaTh CIOKHBIN
naposib. Hajiexxuble maposin - 3To mapoJik, KOTOPbIE COAEpKaT HE MEHee 8 3HAKOB
U BKJIIOYAIOT B ce0s CTpOYHbIE U TMPOMUCHBIE OYKBBI, LUPPHI U HECKOJbKO
CUMBOJIOB, TaKuM€ KakK 3HaK Jojuiapa, (yHTa, BOCKJIMIATEN]bHBIA 3HAK M T.II
Hampuwmep, $tROng!;;

4. He BBOIM CBOM JINUHBIE JAHHBIE HA CAWTaX, KOTOPHIM HE JOBEPSIECUIb.
DJIEKTPOHHAs ITOYTa

DJIEKTPOHHAsl MOYTa - 3TO TEXHOJOTHUS WU NPEAOCTABISEMbIE €I YCIYrH IO
MEPECHUIKE U MOJYYEHHUIO JIEKTPOHHBIX COOOIIEHUMN, KOTOPBIE pACIPEEISIOTCS B
KOMITBIOTEpHOU ceTH. OOBIYHO DJIEKTPOHHBIA TIOYTOBBIM SIMIUK  BBITJISIAT
CIIEIYIONM 00pa30M: UMS_TIOJB30BaTEII(@UMs_TOMeHa. Takke KpoMe repeaadn
MPOCTOTO TEKCTA, UMEETCS BO3MOYKHOCTh TIepe1aBaTh (pailiibl.

OCHOBHBIE COBETHI IO 0€30TaCHOM PabOTE C IIECKTPOHHOU MOYTOM:

1. Hamo BbIOpaTh MpaBWIIbHBIN MOUYTOBBIA cepBUC. B mHTEpHETE €CTh OrpOMHBIN
BBIOOp OECIIaTHBIX IMOYTOBBIX CEPBUCOB, OJHAKO JIYYII€ JOBEPATH TEM, KOTO
3HACIIb U KTO MEPBBIM B PEUTHUHTE;

2. He yxka3piBali B JMYHOW TouTe JUYHYH0 uHHbopMmauuio. Hampumep, myudiie
BBIOpaTh "My3bIKaNIbHBINA (paHaT@" nau "pok2013" BmecTo "Temal3";

3. Wcnonp3yli IBYXATalHYH aBTOPU3ALUI0. DTO KOTrAAa MOMHUMO Mapojisi HYKHO
BBOJUTH KOJ, IPUChUIaeMbIid 1O SMS;



4. Be1bepu CIIOKHBINA Mapoib. J[Js Kaka0ro MOYTOBOTO STUKA TOHKEH OBITH CBOU
HAJICKHbIM, YCTOWUYMBBIN K B3JIOMY I1apOJib;

5. Ecnu ecTb BO3MOXHOCTh HAIMCAaTh CaAMOMY CBOM JIMYHBIM BOIPOC, UCIOJIb3YH
ATy BO3MOYKHOCTb;

6. Mcronb3yil HECKOIBKO MOYTOBBIX SIIIMKOB. [IepBbIil 151 YACTHOW MEPEMUCKHU C
aapecaTaMy, KOTOPBIM Thbl JIOBEpACIIb. JTO DSJIEKTPOHHBIM aapec HE Haao
UCIOJIb30BATh IIPU PErUCTpaluK Ha (popyMax U calTax;

7. He oTkpbiBaii ¢ailnibl U Apyrue BIOKEHHs B MUChMax, Ja)Ke €CJIM OHU MPUILIN
OT TBOMX JApy3ei. Jlydilie yTouHu y HUX, OTIPABIISUIIM JIU OHU TeOe 3TH (Paiiibl;

8. Ilocne oxoHUaHuUs1 pabOTHI HA TOYTOBOM CEPBHCE IMEPE 3aKPhITHEM BKIIAJKU C
caiToM He 3a0y/Jp HaxaTh Ha "Beiitn".

KuGepOymiauHr unu BUPTyaabHOE U31€BATEIHCTBO

KubepOymmuHT - TIpeciieoBaHrue COOOIICHUSIMH, COACPKAIIMMHU OCKOPOJICHNS,
arpeccuto, 3aryruBaHue; XyJIuraHcTBO; COIlMaIbHOEe OOMKOTHPOBAHHUE C TOMOIIIbIO
Pa3IMYHBIX UHTEPHET-CEPBUCOB.

OCHOBHBIE COBETHI 110 00pHOE ¢ KHOEPOYIITUHTOM:

1. He Gpocaiicst B 60ii. Jlyuiuii crmoco6: MOCOBETOBATHCS Kak ce0sl BECTH U, €CIIU
HET TOr0, K KOMY MOXHO O0OpaTUThCs, TO BHAYaIe YCIIOKOUThCS. Ecliv Thl HauHeIb
OTBEYaTh OCKOPOJIEHUSIMU HAa OCKOPOJICHUSI, TO TOJBKO €lle OOJIbIIE Pa30iKelllb
KOH(JIUKT;

2. Yopasinsaii cBoeil kubeppernyTaimei;

3. AHOHUMHOCTD B ceTd MHHMasl. CyIecTBYIOT COCOObI BBISICHUTH, KTO CTOUT 32
AHOHMMHBIM AKKayHTOM;

4. He cTouT BecTH XyJIUTaHCKHI oOpa3 BUPTyaJdbHOW >Ku3HU. MHTepHeT
¢ukcupyeT Bce TBOM JACWUCTBUA M COXpaHsSET HX. YJAIUTh HUX OyneT KpaiiHe
3aTPYAHUTEIIBHO;

5. Cobnronait CBOIO BUPTYAJIbHYIO YECTh CMOJIOAY;

6. Urnopupyit enquHnyHblid HeratuB. OAHOPA30BbIE OCKOPOUTENTBHBIE COOOIIECHUS
Jy4iie UrHopupoBath. OOBIUHO arpeccus MpeKpamiaeTcs Ha Ha4yajabHOUM CTa/luu;

7. ban arpeccopa. B mporpammax oOMEHa MIHOBEHHBIMU COOOUIECHUSIMH, B
COIIMAJIbHBIX CETAX €CTh BO3MOXXHOCTb OJIOKMPOBKM OTIIPAaBKH COOOIIEHUH C
ONPENICIIEHHBIX aJIPECOB;

8. Ecimu TblI cBugerenp kuOepOyimuHra. TBou JeHCTBUS: BBICTYNUTH MPOTUB
npecienoBaTens, I0Ka3aTb €My, YTO €ro JEeWCTBUS OLIEHMBAIOTCSA HETaTHBHO,
NOJIIEPKATh KEPTBY, KOTOPOW HYyKHA IICHMXOJIOTMYECKas IMOMOILb, COOOIIUTH
B3pOCJIBIM O (haKTe arpeCCUBHOTO MOBEACHHS B CETH.

MoOwiibHBIN TenedoH

CoBpemeHHble CMapT(OHBI U IJIAHIIETHI COJAEP’KaT B cebe BIOJIHE B3POCIBIN
(GyHKIIMOHAN, W TEHmepb OHM MOTYT KOHKYPHUPOBaTh CO CTallHOHAPHBIMU
KoMIiboTepamMu. OJJHAKO, CPEJCTB 3aUIUTHI JJI1 OJ0OHBIX YCTPOUCTB MOKA OYEHb
Mano. TecTMpoBaHME M TIOMCK YSI3BUMOCTEM B HHUX IPOUCXOJMT HE Tak
uHTeHCUBHO, Kak aiis [1K, To sxe camoe kacaeTcst 1 MOOMIIBHBIX TPUIIOKEHUH.
CoBpeMeHHble MOOWIbHBIE Opay3epbl YK€ MPaKTUYECKHU JOTHAIM HACTOJIbHbBIE
aHaJOr¥, OJHAKO pacuipeHue (yHKIMOHAJa BIEYET 3a COo0O0i OOJIbIIYIO
CJI0’KHOCTh M MEHBIIYIO 3aIIUIIEHHOCTb.



Jlaneko He BCEe TMPOU3BOJUTEIN BBITYCKAIOT OOHOBJICHUS, 3aKpPBIBAIOIINE
KPUTHYECKHUE YSA3BUMOCTH JIJI1 CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI JIs1 0€30MaCHOCTH MOOUIILHOTO TeseoHa:

Huuero He siBasieTcst mo-HacrosiueMy OecriaTHeIM. Byas ocToposkeH, Beab Kornaa
Tebe mpearaloT OECIUIATHBIA KOHTEHT, B HEM MOTYT OBIThb CKPBITHI KaKHE-TO
IIJIATHBIE YCIIYTH;

Hywmaii, npexae yeM otnpaBuTh SMS, ¢hoto wiu Bujieo. Tl TOUHO 3HaCIb, TJIC
OoHM OyAyT B KOHEUHOM UTOTE?

Heo6xoammo 0OHOBISTH ONIEPAIMOHHYIO CHCTEMY TBOET0 CMapT(hOHa;

Hcrionp3yit aHTUBUPYCHBIE TIPOTPAMMBI JUTSI MOOMJIBHBIX TEIE(POHOB;

He 3arpyxail npuiioxeHHs OT HEM3BECTHOTO MCTOYHMKA, BEAb OHH MOTYT
coJiepKaTh BPEIOHOCHOE MPOTPAMMHOE 00eCIIeUeHUE;

[Tocne Toro Kax Thl BHIACIIB C CaiiTa, I/1€ BBOIWI JUUHYIO HH()OPMALINIO, 3aii11 B
HacTpoiku Opaysepa u yaanu cookies;

[leproguyeckn MNpoBepsAl, KakWe IUIATHBIE YCIYTM AKTUBHPOBAHbI HA TBOEM
HOMEpE;

JlaBaii cBOil HOMEp MOOMIILHOTO Telle(hoHa TOIBKO JOJISIM, KOTOPBIX Thl 3HACHIb U
KOMY JOBEpSIEILIb;

Bluetooth momxeH ObITH BBIKIIOUEH, KOTJIa Thl UM HE MoJib3yenibcsi. He 3a0biBait
WHOTI'/1a IPOBEPATH 3TO.

Online urpsi

CoBpeMeHHbIE OHJIAWH-UTPBl - ATO KPACOYHBIE, 3aXBATHIBAIOIIME pa3BICUYCHUS,
O0OBEIUHSAIONINE COTHU THICSY YEJIOBEK MO BceMy Mupy. Urpokm wucciemyror
JAHHBI UM MHUp, OOIIAIOTCS APYT C IPYTrOM, BBHITIOJHSIOT 3aJaHUs, CPAKAIOTCS C
MOHCTPaMH M MOJy4arOoT OMBIT. 32 YJOBOJIBCTBHE OHM IUIATAT: MOKYIMAIOT JUCK,
OTUTAYMBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KAKHE-TO OTIIIHH.

Bce atu cpenctBa MayT Ha NMOAAEPKAHUE W PA3BUTHE UIPHI, a TAKXKE Ha camy
0€30MacHOCTh: COBEPIICHCTBYIOTCSI CUCTEMbl aBTOPU3AIMH, BBIITYCKAIOTCS HOBbBIE
naTyu (LU@poBbIE 3aIJIATKU JUIsl IPOTPAMM), 3aKPbIBAIOTCS YSI3BUMOCTH CEPBEPOB.
B momo0HBIX Wrpax CTOMUT OIacaTtbCsl HE CTOIBKO CBOUX CONEPHUKOB, CKOJIBKO
KpaXXu TBOETO MapoJisi, Ha KOTOPOM OCHOBaHa CUCTEMA aBTOPU3AIMU OOJBIINHCTBA
Urp.

OCHOBHBIE COBETHI IO 0€30MACHOCTU TBOETO UTPOBOTO aKKayHTA:

1. Ecim apyroii urpok BeAeT cels IUIOXO WM co3/aeT Tebe HEmpHUSITHOCTH,
3a0JIOKUPYH €ro B CIIHCKE UTPOKOB;

2. Iloxanyiicss aaMUHUCTpATOpaM HWIPhl HA IJIOXOE MOBEICHUE 3TOr0 HUIPOKa,
YKEJATEIbHO MPUJIOKUTh KAKHE-TO JI0Ka3aTeNIbCTBA B BUJIE CKPUHOB;

3. He yka3biBaiil muuHyto nHGOpMaIIo B Mpodaiise urpsl;

4. YBaxail Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBiuBaii HeouiMaabHbIe MaTYU U MO/IbI;

6. Mcnosib3yil CIIOKHBIE U Pa3HbIE MTAPOJIH;

7. Jlaxxe BO BpeMsi UTPbI HE CTOUT OTKJIOYaTh aHTUBUPYC. [Ioka Thl urpaens, TBOU
KOMIIBIOTEP MOTYT 3aPa3HTh.

@UIIMHT WM KpaXka JIMYHBIX JAHHBIX



OOBIYHOM Kpakeil JeHer M JOKYMEHTOB CETOJIHS YK€ HHKOTO HE YIUBHIIb, HO C
Pa3BUTHEM UHTEPHET-TEXHOJIOTUH 3JI0yMBIIUICHHUKY MEPEMECTUIIUCh B UHTEPHET,
U TIPOJIOJIKAIOT 3aHUMATHCS " TFIOOUMBIM" IEJIOM.

Tak mosiBuiach HOBas yrpo3a: MHTEPHET-MOILIEHHUYECTBA WM (DUIIUHT, TJIaBHas
Heiab  KOTOPOro  COCTOMT B TOJYYEHMM  KOH(DHUICHIMAIBHBIX  JAHHBIX
MoJIb30BaTeNIe - JOTMHOB U mapoJtieid. Ha anrmuiickom si3bike phishing uurtaercs
kak ummHr (0T fishing - peiOHas 0B, password - mapoJsb).

OCHOBHBIE COBETHI 110 00PHOE C PUIIUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Ecim Tbl mojo3peBaelib, 4TO TBOSI aHKETa Oblia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKMPOBATH €€ M COOOIIUTh ATMHUHHCTpaTOpam
pecypca 00 3TOM Kak MOYKHO CKOpEe;

2. Ucnonw3yit Oe3omacHbie BeO-CalThl, B TOM YHCIE, WHTEPHET-Mara3uHoB W
MIOUCKOBBIX CHUCTEM;

3. Vcnonb3y#t ciokHble U pa3Hble napoiu. Takum oOpazoM, eciu Te0si B3IOMAloT,
TO 3JI0YMBIILJIEHHUKH MOJTy4YaT JOCTYI TOJBKO K OJJHOMY TBOEMY IIPO(UIIIO B CETH,
a He KO BCEM;

4. Ecnu TeOst B3j0Malid, TO HEOOXOAUMO MPEAYNPEAUTh BCEX CBOMX 3HAKOMBIX,
KOTOpbIE J100aBJeHbl y TeOs B JIPY3bsX, O TOM, UTO TeOs B3JIOMAJIU U, BO3MOKHO,
OT TBOETO UMEHH OYAET pacChlIaThCsl CIIaM U CChUIKM Ha (PUITUHTOBBIE CANTHI;

5. YcranoBu HagexHbid aposib (PIN) Ha MoOMIIBHBIN Tene]oH;

6. OTKIIIOYM COXpaHEHUE MapoJis B Opaysepe;

7. He oTkpbiBaii ¢ailsibl U Apyrue BIOKEHHs B MUChMaX, Ja)K€ €CJIM OHU MPHUILIN
OT TBOMX Jpy3ei. Jlydile yTouHu y HUX, OTIPABIISIIN JIM OHU TeOe 3TH (Daiisbl.
[Mudposas penyranus

[Mudposas permyrarust - 5T0 HEraTUBHAS WM MMO3UTHBHAS MHPOpPMAINUS B CETU O
tebe. Kommpomerupyromias uHpopmaius, pa3MelleHHAass B HWHTEPHETE, MOXKET
CEephE3HBIM 00pa3oM OTpa3uTbCcid Ha TBOeW peanbHOM xu3HU. "Lludposas
penytanus" - 3T0 TBOW UMUK, KOTOPbIH (opMUpyeTcsl U3 UHPopMaluu o Tede B
UHTEPHETE.

TBOe MecTO >KMTENbCTBA, y4ueObl, TBOE (PMHAHCOBOE IOJIO)KEHHE, OCOOCHHOCTU
XapaKTepa U pacckasbl 0 OJU3KUX - BCE 3TO HAKAIIJIMBAETCS B CETH.

MHorve TmOApPOCTKUA JIETKOMBICIEHHO OTHOCATCS K MyONUKaIlMu  JTUYHOU
uHdopmaiuu B MHTEepHeTE, HE MOHUMAas BO3MOXHBIX MociaeAcTBU. Thl naxke He
CMOJKEIIIb JTOTaaThCs 0 TOM, 4To (oTorpadusi, pa3MenieHHas 5 JeT Ha3aj, cTajia
IPUYUHON OTKAa3a MPUHSTH T€Os HAa paboTy.

KommenTapuu, paszmenienne TBoux (ortorpaduii u Apyrue AEUCTBUS MOTYT HE
UCYE3HYTh Ja)Ke MOCIE TOro, KaK Thl UX YJaJWlIb. Thl HE 3HACIIb, KTO COXPaHHII
3Ty uH(GOPMAIMIO, TIOTIajia I OHA B TOMCKOBBIE CUCTEMbI M COXPAHUIIACh JIU OHA, a
TJIaBHOE: YTO MOAYMAlOT O TeOe OKPY)KAIOIIMEe JIFOU, KOTOpPble HAaWAYT U YBUAST
sT0. Haiitn uH(popMannio MHOTO JIET CIYCTS CMOXKET JI000# - Kak U3 J00phIX
noOyXJIeHU, TaK U C HAMEPEHHEM MPUYUHUTH BpPEl. ITO MOXKET OBITh KTO
YTOHO.

OCHOBHBIE COBETHI 1O 3alIUTE HUPPOBOM permyTallUu:

1. [Togymaii, npexe yeM 4yTo-To MyOJIMKOBaTh U MepeaaBaTh y ce0s B OJore uim B
COLIMAIbHOM CEeTH;



2. B HacTpoiikax npopuis yCTaHOBU OTPaHUYEHHUS Ha MIPOCMOTP TBOETO MPOQHIIs
M €r0 COAEPKUMOTrO, CAETIal ero ToIbKo "1 npy3eit';

3. He pasmemail u He yka3blBail MH(}OpPMALNIO, KOTOPass MOXKET KOro-imdo
OCKOPOJISITH UJIM OOMKATh.

ABTOpPCKOE TTPaBo

CoBpeMEHHbIE IIKOJIbHUKU - aKTUBHBIE MOJIB30BATENN LU(PPOBOTO NPOCTPAHCTBA.
OnHaKo JaJeKo HE BCE 3HAIOT, YTO I0JIb30BAaHHME MHOTMMU BO3MOXKHOCTSIMHU
muppoBoro mupa TpedyeT COONIOJEHUsT TMpaB Ha  HHTEUIEKTYyaJbHYIO
COOCTBEHHOCTb.

TepMuH "UHTEIEKTYyalbHAsE COOCTBEHHOCTH'" OTHOCUTCS K Pa3JIMYHBIM TBOPEHUSIM
YeJIOBEYECKOr0 yMa, HauyuHasi C HOBBIX M300peTEeHUil M 3HAKOB, 00O3HAUYAOIIUX
COOCTBEHHOCTb Ha MPOJYKTHI U YCIYTH, U 3aKaHUMBasg KHUTramu, (oTorpadusamu,
KUHO(QUIbMAMH U MY3bIKAJIbHBIMH MPOU3BEACHHUSIMH.

ABTOpCKHME TMpaBa - ATO IpaBa HA MHTEJUIEKTYaJlbHYIO COOCTBEHHOCTb Ha
IPOM3BENIEHUS HAYKH, JTUTEPATypbl U UCKYCCTBA. ABTOPCKHE IpaBa BHICTYIAIOT B
KauecTBE TapaHTUU TOIO, YTO HMHTEUIEKTYyaJIbHBII/TBOPUYECKUI TpYyJ aBTOpa HE
OyAeT HampacHbIM, JacT €My CIpaBeAJIUBBIE BO3MOXHOCTH 3apaboTaTh Ha
pe3ysibTaTax CBOEro TpyZAd, MOJYyYUTh W3BECTHOCTh M Hpu3HaHue. Huxrto 0Oe3
paspelieHuss aBTOpa HE  MOXET BOCIHPOM3BOAMTH €ro  IPOU3BEJECHUE,
pacnpoCTpaHsATh, MyOJIWYHO JEMOHCTPUPOBATh, IPOJAaBaTh, HMIIOPTHUPOBATH,
MycKaThb B MPOKAaT, MyOJIMYHO HCIOJHSITH, MMOKa3bIBATH/UCIIONHATh B 3(Upe WU
pasmemats B MHTEpHETE.

Hcnonp3oBanue "mUpaTcKOro" MporpaMMHOrO OOECHeUeHUs] MOXKET MPUBECTH K
MHOTUM PHCKaM: OT MOTEPH JAHHBIX K TBOUM aKKayHTaM J0 OJOKHPOBKH TBOETO
YCTPOMCTBA, T[J€ YCTAaHOBJIIEHA HelerajabHas mnporpamMma. He crouT Takxke
3a0bIBaTh, YTO CYIIECTBYIOT JIETAJbHbIE M OECIIATHBIE MPOrPaMMBbI, KOTOPHIC
MO’KHO HAaWTH B CETH.

O noprane

CereBUYOK.p() - TBOI TIJIaBHBIM COBETYMK B CETU. 3/1€Ch Thl MOXEIIb Y3HAaThb O
0€30M1aCHOCTH B CETH MOHATHBIM U JOCTYIHBIM SI3bIKOM, a IPU BO3HUKHOBEHUU
KPUTHUYECKON CUTyallMH OOPAaTUThCSA 3a COBETOM. A TakXe NPUHATH y4acTHE B
KOHKYpCax M CTaTh CAMbIM IIU(PPOBBIM IpaskJaHUHOM !



